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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 



WARNER BROS. ENTERTAINMENT INC., a 
Delaware corporation. 



Plaintifif. 



V. 

JESSIE HARDEN. 



Defendant. 



Civil Action No.: 1 :06-cv-00287-ESH 



DECLARATION OF ELIZABETH HARDWICK IN SUPPORT OF 
APPLICATION FOR ENTRY OF DEFAULT JUDGMENT BY THE COURT 



I, ELIZABETH HARDWICK, declare: 

1 . I am Product Manager, Data Services for the MediaSentry business unit 
of SafeNet, Inc. ("MediaSentry"), v^here I have been employed for over three years. 
MediaSentry is a leading provider of online anti-piracy services for the motion picture, music, 
game and business softv^are, and print publishing sectors, 

2. I submit this declaration in support of Plaintiffs Application for Entry of 
Default Judgment. This declaration is based on my personal knowledge, and if called upon to do 
so, I would be prepared to testify as to its truth and accuracy. 

3. MediaSentry was hired by Plaintiff to monitor and identify copyright 
infringement of specified motion pictures on peer-to-peer ('T2P") networks, 

4. Plaintiff provided us with a list of copyrighted motion pictures it believed 
were being offered for distribution on P2P networks. Under the direct supervision of Loeb & 
Loeb LLP, we engaged in a specific process utilizing specially designed software and other 
technology to identify direct infringers of these motion pictures on P2P networks. 
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5. Once we identified files which lexically matched those on Plaintiffs list, 
and which were being offered by Defendant for download by others, we obtained Defendant's 
Internet Protocol (*1P") address. The address being used by Defendant on July 13, 2005 at 16:10 
EDT was 138.88.220.59. We then downloaded one of those files, Constantine. 

6. A shared directory, which is a functionality built into the software of many 
P2P networks, including the one used by Defendant, is a complete listing of all files — motion 
picture, music, or otherwise — which the user is offering to others for download. In this case. 
Defendant's shared directory, screenshots of which are attached as Exhibit "1" hereto, indicates 
that, at the time of infringement. Defendant was offering many more motion picture titles than 
we were able to download, including but not limited to Team America: World Police, Saw, 
Hitch Robots, Man of the House, Boogeyman, Batman Begins and^re We There Yet?, 

7. Although Defendant was offering more than one file lexically matching 
those on Plaintiffs' list, we did not download each of them. This is because motion picture files 
are typically quite large in size. Although it takes several hours (typically, at least two) to 
download a motion picture in full, a music file for a single song, for example, will typically be 
downloaded in a small fraction of that time. As a consequence of this size, transmission of 
motion picture files is time-consuming, even with broadband technology and high-speed Internet 
connections. During this transmission period, a user may go off-line (i.e., turn off his or her 
computer or log out of the P2P application), or the connection permitting transmission of the 
infringing files fiom the user's computer to MediaSentry's computer may be otherwise 



disrupted. 



8, In addition to the downloaded file, we downloaded or otherwise collected 



publicly available information about Defendant so that he could be later identified by his Internet 
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Service Provider ("ISP")- Based on this data, we created evidence logs related to Defendant and 
stored these logs in a central database. These logs identified Defendant's IP address, 

9. An IP address is a unique numerical identifier that is automatically 

assigned to a user by his or her ISP each time he or she logs on to the network. Because ISPs are 
assigned certain blocks or ranges of IP addresses, we were able to identify Verizon Intemet 
Services, Inc. as Defendant's ISP, 

10* ISPs keep track of the IP addresses assigned to their subscribers in "user 
logs." These user logs provide the most accurate means to connect an infringer's identity to its 
infringing activity. Accordingly, once provided with the IP address, plus the date and time of the 
infringing activity, an ISP quickly and easily can use its subscriber logs to identify the name and 
address of the ISP subscriber who was assigned that IP address at that date and time. 

■r 

I declare under penalty of perjury under the laws of the United States of America 
that the foregoing is true and correct. 



Executed this 1st day of August 2 007 ^ ^t Belcamp, MP 



/s/ 



Elizabeth Hardwick 



Case 1 :06-cv-00287-GK Document 1 2-3 Filed 1 0/02/2007 Page 4 of 1 1 



Exhibit 1 







^' 




mmniiiiiiiiiiiiiiM 






















^>^ 









=-;^f? 





















->'^ :^i 



. ■■■■^ 



^-■j 



















iM 



It 









Mm 






11 ■^■^; 



i 



+ f ■ y : 



'Uim^ 



''im^s 



' Ti 



■>...K' 



:^\ 






^ 




=^:^ 









-iy< 







oo- 



','OJ' 



o- 



li 






t 






i?JO 



W^ ffi: 





^'■' 



I 



m 



I- QJ 

i3^i3^ 3 

:/ir:::.^^Er^ G. 



1^ 






w^. 









ii£^ 



^-*- .^ ■ s^ ."v-;- ^"^ ? 



:t3i .^- :>: 



Jji 



It^ -5J-':>r:->' 3i 



J3i .1>' :j>-->: 



^ ^3>:=:j3C 

Vi V.V>.' 'rift ; 



-iv^ 



-< 



m '^: 



="- O; 



. Cl; v7. 



tr 33! 



fr 



^^^;^ 






> 3 ii 















'M 



■>:a'^-'^"^-.!i_' 



cjo: 









r 



cu^ 



^;or 



Q-- 3. 






;<D> 



^D 



<V 






:c-' 



CD 



at. 



,a> 



(0 












m^ 






3 



^C^s^-V- ;vO^--w■- ^■,^*■:^V:. J>i'^^ J^rf--- ^...' 









■CO', ■ '.ns/ 



:<Ji/v 



8^ 

Or'. 









XU >.C3D ■ 






-CDVXD; 



OO 






m^. 

M;"^' 










ifr'X-,.. ; 






1 y 


7si':^<7^>, 


?^ 


^^w 


vR: 


'^^ ^-03 




:iQ-'^9;: 




'£ 




^ ';3.'\ 




;'Cd:> 




.-3.:= 





CO:,' tJi;v;co> 

JDO,'!' DO CD/ 



St 



s 






■.?iT^^ 









:<D 



?^^^ 






:^^m^^^^.^.^^^ Wi^> ^.^:^^ -^ ^S??#^^:^mi^:iS??B:^: ;j^^= ^^^-im^m^MMi 








' + + 






'"X 










J? 




w ■ 



m 










m 



ml 
m 







l! 






& 







if 



&:k 




r/^'-t- 







t->V< 








^::rv. 









it '■^' ■^' ><^ 






Li 




m 



^■t 







. ^-t' 










^^ 



.1^/, 



:?i^ 



^S 



1^ 







;^^^ 




!S, 



kjfj 



Itl 








m 





















440&=€y- 




P^StTO#pp5^^35 





^« 









JO 

i 

o 

'C 



o\ o/ o 



c 

CD 









',/,■ -.V, ■ -V-V <.T:N- 

^3 .''- « ^^ j' .« ^3 



d^X 






O 

1 






?.!^y ■\^'^ ^^^ 



n 






sg^/cc-^ 



-,^'.<!'| 









ct 



.q> ^X .; o 

-CD CO, r r.. 

y-Tcr !■.■,-:§ -, 

^. 

'■CD> 
-.•■.Vn-- 

'■-'? 
"¥- 

:| 



w 



"6 

CD 
r-r 

rr 

o 

n: 

cd:- 

i 

3' 






■CD ,3r'^.!(n,3 
r- v*: ^ I , 

.'^ jii. -'.if-r 
.V* ^CD- 'Si= '■ 

o ■ ■ ^^^-^^i^^-: OJ 



.(5 ■^.<Ki^^fD;^ cd: 






^^V;nT-''.'CD> 

5™M/<K; CD^ 
vCd;>. ---S< 






O-" 
CD. 



is 



s mm s 

3 ■3:v^;3:' :3 

.CD \.ai>.'^n);^ cd; 






:Q> 

;3 

ro 

i 



.■'liv P^'^ 



'^i*--'-3; 3' 
^v^? O^ 
C^a-vD:^ .3. 






Q) 

i3 
JO 
3 

i 



'-'3;^-'^-3 
ht3-">^'0'^ 

)3;-^;^:' 
^<^- '■■<-: 



:.CD>,-*fD; 



7^^'>;7^v>7?v- 



OV:; ^^ ---g^ 






4''?y', 



yC&V. 



:vi; 






^> 


■^> 




-0 


-zr- 


;=^> 


^5 


c 


^0 


*y.' 


CD 


■c 




''QJv 




";0 .- 




CD 
Of. 








:3 






t' 

Of. 
CD- 

■ 1 ■ 


Ot 

■J-i 

n 


- 1- ' 

<3^C 


;:CD:. 

.hc-r- 








TIP- 


-V * ■ . 


^Sr 


1 ■\' . 






■■.'■■ 


:.-&■■■ 


*G_' 


- — ^ . 


■ rr; 








^^^H -■ 


■*3 




; Of ; 








rr 

cw' 


CB 













73 


■C 












CD 


3 












3 


n. 












^ 


3 












CI 


rP^. 







3, 



^ Til m.^/^ '^/: 



0/- 



S iOi-^3'. 



>3'-' 
^XO^. 



-n 

3 
n 



:3* 

,yO' 
41'' 



Mi 






m 

/3v-- 



5-. ^c 

T*; CD 

DO 



^< '■*<■'.' ■'^■^ ^^" "■■=-^- ■ ^^^ '■■ - ^^^ 



.CD 



"■ "' ;0 ';0.;>;o^ o; 









c ;c: -H Tj 

o :o,:v^- ^ 

3 "3:. gu 

o; 



c 



^ :3 



r—t. TT 



n 

CD 

■:3 



CD- y 






''^^;a3;;^^jDD; 



CD 
CD 
7Z 
CD 



ON CO^ 1^ O 



.V 



ro cp ;cDv:<Q^ cd: CD :cT>v:,:cD ^ o- 



■^ '-■•■■■■■■■ ■•■■ ' ■■ .^ n ^ , ■ -■■: ^ ■ ,r ■■ ■■^ h . .^■ V- ■'.■ ^ ^ ^■ \ r ' =^ ^■^: ," y "\ n. ■. ...V" .■:■.■ . x" "x j ' =^ ■^i O 






at 



at 






.■■■35( i> 






^3>^:i*^ Di- 
re ';c;\^C-^ 



-a 
'^ 

CD 

3^ 







70 

CD 

3; 









S4 



m ii 









Wi 

^?i?i 






?;:? 












>JS 




#1 



.-^^^^ 



^Qf!^ 









,^'i 



m 



;AJ 



J'r.'J^'' 



i t; 



Svi^ 



^05 



4^;** 3 






**> 



.1 fi 









mm 






/I 










V* 
^*i 























^';S:^li -^^^ ■^^^1 



^^'W 



<.-^j^'.s 




-■SJi: 



-■^^s 
















't; 



.1^'^^ 



















i^ 




h>^ 






:^^7 














/-UK .p^4JQ;euiT[gntr^^ -a; ^ 



* + +1 







"^m^. 






0) 

i 






mm 



"^m^, 



.V 



V».< 



0): 



:f5^ 



— ■ vM-^s 



CD 









■i 






vO' /O^ O 



X); 















X & /m ^ 

13 >Oi^-^^ CD 









CO aa;^V'^Q?>, 



Qi; 



Cu' "Q^K^■Q^^. Of 















i 

0^ : ;ffl^;^',£l^!. Of 

->" :3>: -33i^ J3; 



"^ mm 

'^'lO fS - -is' 



wm 



^ 



v^^ 



1^^ 












J^;3;v 



a 



■^^3^0 



Sffis 



'■0' ''CU>:f^ 



:-d: 



^tn; 






>:>-*.-^ 




o> 






v^-* 



[VJ 









■pp.!;:.-.??'; vpJ; ™ 

2 ^Bm^"^- 









";CD^'"^fD-'- CD: 






,0 



sJiiJ 



m 



m^^^ 



57?;^:.'<f 

■zr^t' C5.^ 




Id 






i^CD,-^' 



vi; 






.0 

-?? 

ST ;CD :, ,,, 



Bl 



m 



y^i 



i 



f^^ 






s^ 



jH"' 




3&* : 



,u. 



[<* 



ss^l 





^; 



i!/; 




' **^ . 









r^J 






ij< 





... _ . ^ ^ . ^ ' ' 1 




juas ^ . i , ;0fcircy-u.u; 4^^^^ 








M 



■i^i 












m-^ 







■k 






i^? 




If: 



^{ 









,y, :>^- :^ 




:i 



■■■>.■■ ^;:- 



^■% 



I *S ■'.^ .. 



iSf* 



i ' 






^i:\ 




Vi 




^ 



O- 



~ ~ ^' 

3 






to; 









!\.^5f^.^ 



.Ct 



^lii^ 






^■"'g 






;.p:-:-:p^ Q 



.■■■,VK:'> 



: Oii_ ;^S=-. ;;r7~- 

'3 >^':- ■<^- 



■ O-V.-'p-^"- 



p. 



tjn 



O) 






OO: rOOv 
QD .CD 






;U1 Oi 



@i: 



fl^: 




-^m^ 



t ■; 




3 





■ t^gge-^ - c 



:;3,<3- 










!Kfei^ 






I 






m- 






5S^ 



oj: 



:^ :X' .^;cp;. :g: 

i; il-i^ -'Sy; L^' 






■J >*';-"^.'i ■ < -'-|js-.- 



5 53,^v3- 3 

'C '^^ '^C i^ ^^ 

3>' :>:'■'■>: JS 



I 



:j3/v3.' 



I? 

Qt^ :Of^y' Of-'- 

3>" rj^^vja;- 






S 



' ,rtlV. '.■(-Sf- ^-^v ^'■.■ 






**?>;-! 



S-; i^-^ -^c 






^'.^ ■"'■IT'- 



-:^:f 



"^( 



Vl- 









5 Q* 






^ 3; 



^^;)r33 












aa f>o bi) 









V ■■' ■... ■^■- 5-; ■■■■■^^ ■= . "^ 









''p:^ 






(D: ,CB --C&v!.^Cl>'" CD ,CD ^Ct^.^CD;; (D ,CD ..fB-' ^CC-" 

o, p ./Q'--'^-- o, p ;q:>;:p':^ o, p ;Q:r*Pv 



^■ 



^ii:«^ii»^:i;m^: 









>0; 



i^M -5^ #^''^- '#= '^-^^^ %"-^ '^' ;%~: ^'.i^iSiS^":?: :<!*;■ ' 



:U3= 









?>,!^:t?i 






Ofl 




t<o^:i 




Im 





<Sft^myMms^ 




mi 



7^ 






^^ 



>* * 



fi"' 









.4\ 



y?'t 



fm 





raiac: 



m 



1 



;ht;U.^ 








t 














\jT^ 








i'-fet^' 




^T^ 














■?s,^-^^ 



tiifi 



'mzi, 



^r^ 



*f: 



^f 



^ 



7.-ii^1 






^^ 






!^ 




3^^; 



MB 




^^ 












?; 



^;5 

5^^; 









■j!^: 






T-:i 















4m: 



t -i- 



s> 



i|^ 



4'S. 



v>; 



■*p*: 






r^ 



m 



i«.' 



^:,^. 



.. M' 



R^ 






v>5i^i 









35^' ■: JJ-^-^'ilsi^ > 



i 



■CD 



>C':* .^: -<:■ 
:^3:v3- 3 

1>.'^'■|','^ j'V' 






^;^ 






^<!: 



t- -S 






;^;>ff<^ 3 






y- 



fD: CD 

ft: -Qi;7-Qi:'; or 



-CD ^cb:- 



s 

V* 

CT>: 

Of 

cor 

J3i 









vC5 



S 






3- 
o: 



OJ 
:0 






'"^\' £S^ CD; 



.3 



Xj ^ Cj'- ?Cj- 



1QJ 

i 



,'>'■ 



fti;, CD 



Jl-f 









6f: 

3>: 



Ql- 



CD- 



■0^:y 







rri 



p^-^^^'jQ^ia-' 



'■^■-'<CD^' 

■ ' -■■■^O.'- 






>3 

CD 



T3 
























^<>v- 



;^^' 



^i- 



'^. 









;-3x 









cr 

■-CD 

I; 



3 



v3? 



m 






*CD 
rr- 

11:1:: 



3. 



■:, ^ - 
;;CC; 






3 ^.vi-f 



3A' 



n 



3. 






tn:;:^>T^ivCD7 



W- 

M 



M 



'O^: 






7^ ;^ :tii 

y* /.-pi- -■:-^ 



- 5?: 
a! 






X^7'*^h,FT CD ,(S '^ . 



CD 






:3:^ 



/':» 



C 






3^ 



p. 






■CD 

3^ 



^K 



.^::;2:-;,;cd: 

-''■'CD'- 



3; 
o 






'^' *;€!!;; 



I 

CD 
5 






CD 



'^C^V 















CT^ 




'^z 






;:-; 

^y 


;^; 


-V. 


00 


:<1 


■>■■, 


.d=^. 








■ ^ - (jO 




7:^\^:\V -: 






(D '9:; CBVliCOv CD CD ^CC^VlxOr 






9r~fD 



Q; 

^'<?.- 



■Of: 



CD 






Q--'^(D'''vQ^ Q-- 'Q_ ■(^,'^;^>/r CD 



:^-^-Q(. o 



Q^'^'Q" 



9 
















e*.* 





■m* 






jUa^ 



*K^-J. 






^m 




S^3 



:r 





i^' 



* < il 




>T^d 



\M^ 



r .-V; 



■<^ ■ 







riisss^ 











m 



mm 







m 



















h^ 






,f^ 






#^i 







p3. 



ip^ji^ 






■4M. 

mi 
■4m 










IS- 







* ^3 ■ - ' C^ ''''■' ^c 
3a^ 



,(D>~/'.CD:> ro; 






.s-f 






Of 



'33i^ 






':s- 



3^- ;^r^:-3>' 



1 

Co, "Qifv-Q^; 0/ 



0^ 






Q; 





















> I ■ * 

CD 



(O 






Qi :Qt ,:C5; ra: 
JT ;?' /,w '*^ 









CD 
O 

S 

Cv 



:m' 



■rn;|.:3.':. 

>: 

* 

3 






3- >73''=^>0^ 
^: .JO \Vi'> :;,"Ol= 

P 



1§ 












-TO 



o 
< 









Of 

i3 



S3 ;lV^.,^Unf: 






^y.^<^'--^. 









&; 






3: 



^CIV. 









.3 






>o> i£i ,0:^ 
to -;3^^ 



3 Oi^^g.; 



s3J*l, 



i,^ vv;: 



V^L 



S^^Ci; 



d 









Mill 






O 






CD 



^^9;^ 



v3; QJ-' 



3 






:5^ 



3. 

Si 

o ' 
o 






■'^6. 









V.' -I. It ','■:■■ ^-I 



Q; 






S^ /iP-v:-^^5 









Cm. 



Q^. ■;.-.Q-'')= Dl- OL" 






.^ 



-ZJ' 



O 



'ft 






:& -'D;;V;!lli; Of. 

• ^- '■'*■ ■■* *■■ •'■" 



s 
s 



o- 



;0 



S3^S^i 






■'0-- 



;;i^; 



ro 


.>^< 


J.NJ 


si^i 


ifl' 






0* 





^ ^ ^'■■■l L ■■■ ■'^ ^ ^■■■ J ■ 

CD "'CD CCD'^'H)- 

Q p ,p :p^ 



^:4:.co :o3 CO oo;^;.oo:;;ap 00 x]o::.oo,:.m qj 



'TS^-iT^-^-J^' 7^ l7^':7^:->7^- 7^ 7^;^'7^>-?: 



■o'\^c?^'';'^: p p .:p:-:pt 



■.Of} CD: 



■.cJ^:^.uskfi:^. ro 
To^.'-'O- -^^ ro 
■jnj.tj;>oo;;rro' oj 



-CD CD;' iCDr' CD 



■JCD'oVODl.'.'aJ/ 






:^p^ p p /p^'^'-p^ Q p 



CD :0''r^Q^ 

o ; £', '''^'' 

;3- 



rQi: 



O 
□0 



CD 
Q 









CD .CD;;,^^^>;" 

p^r,■:Qt 



,0 



W 



ps^.- 



';i^ 








4 ii m iM I H i 





?:cj^ 



jv- 







:*t-^t.: 




[■ ts':^ 




^m 




Lt- 



.f* 




*jS;jia 






Pi 



.*^t 




■ VJ 



•t' 








;a.set;(JB-cv-0 1 



mm 

W 
■m. 



y^ 









a 



'1$^. 



m 

^ 



■\i ^. 



s^.'' 

i?;;i^ 



^.il^d^ 



1;^ 



^^' 



■?=<>>;&■ 



■S^'iv^ 









.■■■>■- >i^^ 



:f.t 1 



mm 
. 'mm ' : 












■■,-™ri 









:^^.^| 













;(t-:-.:v>,c: 

mm 



h-^?v 






■rr: /^ -CD,-, 






Q j=i- 









V|, 



^>a? 



K'if 



.W 















'>^ 



cji; /en .*-> 
\D"-ut::I\j' CO 

.CD "i;CDv;.iC5y (D: 



:^. 



m: 



IS] 



^9j rm^ .^. 



C7 ;U^^ 3< 

-CD ■■ ^^r- v:^ S^ 






- ~^>^o^ ^^ 












x 






^ :Q; 



rn; 



^ui^-i 



:q 



'CD 



^ .■■■ ' A- -i^-- ^' ^\j^>- 

OO-.^^r-O IS) 






Y-: 



-^ 









^ 



CD ^CD>;^^CDi' 



'.5- -ivti^'^S-.- 






3- ^ :-3£.:3^ 3 

^^■Z H^ { Lam. . *" ^- "IL^ L^^.'' 

oj; <5 ;;ja»,/-^CD? (d; 

Q^' Qj ■'an^^iQyx Of 



-'irrr-'itL-j 

'.=1' -'■-'ii- 



I 



.v> 



|■?;^ 






.•T^' 



^/^ 



:i^-f7T 









9i, ^n^ r 



LIN) 



-.CD ;ZL^' T?.^ 



s 


% 


s^ 


^ 


s 


^ 


**■ XX 


--,' 


^ 


-:s 


Ql 


Cu 


21, 


a 


-J. 


Z3 


Ql 


iU 


CL 


a. 





^0 


S 


S 


D- 


.,3 



, ■r-' '■'''■■ ■■ — J ^ *-J ' 

'Ctr;\:;/lli;* Ql 









:?*K::--isoK\t>>' 



KJ 



■K]^.-r<3t i^ -^ 



-vi, isi av;,;av>" K), ro 

7^ ,^^'<7^><?J^i 7^ :^?%:^v7^:";>7^ 7^ 



/ ' "-S n ^ ■ .V . ' H ■ X O- ^ r ' ^' O V "^ ^ ^ ..V 



CD 



-:cDv CD: :CD ^;Qy;-:n>-, cd:-- 



■^^5l^■■. ■■ 



CD: 



■ft 



^^yCD^ 



^'y3^V^^ 



i^*;:.^^, 



^.::-£ ■■§;■ 







w. 



■lc£i 




'i 







fr'^s 



t 



n' 



Jldj,'. 



^K^^* 








^^■ 



&} 



Kr^ 



^Jfl3 







fM 



isri 



*!^rt! 



iP. 



-1*: 
^i^\ 



-^Ak 



1 



'-vi^ 



<J;*t 



r-i«v*v 



t ***,< 

S***.;^ 



